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Fakty

Konwerter Serial-to-Ethernet byt stosowany w celu podtqczenia
wytqcznikbédw do RTU jako potqczenie zapasowe.

W ramach 17-etapowego ataku, jeden z krokdw polegat na
wytqczeniu konwertera, aby uniemozliwi€ odzyskanie kontroli
przez potgczenie zapasowe.

Ponad 230 000 oséb doswiadczyto przerwy w dostawie prqdu
trwajqcej od jednej do szeéciu godzin.

Whioski

- Skuteczne cyberbezpieczenstwo wymaga podejscia
warstwowego (defense-in-depth).

- Podczas oceny zagrozeh nalezy braé pod uwage tgcznosé
brzegowq (edge) — np. urzqgdzenia typu serwer portow
szeregowych.
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Fakty i zagrozenia

C Dane przesytane sq

Brak wbudowanych
zabezpieczen w urzgdzenia o ,Czytelnie”, bez szyfrowania

Brak widocznosci incydentow
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~Hej! Twoje urzgdzenie Musicie udowodnié, w
OT musi by¢ zgodne jaki sposéb Wasza firma
z politykqg chroni dane krytyczne
bezpieczenstwa firmy przed zagrozeniami
bla bla bla...” zgodnie z NIS2...

" "




Bezpieczne potaczenie szeregowe z siecig Ethernet 4 E> ELMARK
kluczowe zagadnienia Automatyka
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: o
B o 0 —\
Dostep i integralnosé Bezpieczna komunikacja  Rejestrowanie incydentow Polityka zarzadzania
Potencjalne zagrozenia: Potencjalne zagrozenia: Potencjalne zagrozenia: Potencjalne zagrozenia:
« Niezamierzona btedna konfiguracija + Wyciek danych procesowych * Brak widocznosci raportow « Luki w produktach i bibliotekach
W formie otwartedo tekstu o incydentach i brak reakc;i open-source sq stale wykorzystywane
+ Wspodlne domysine hasto i brak 9 na zagrozenia i odkrywane
poziomow uprawnien do urzgdzenia - Niezabezpieczony interfejs ) . ) ) )
root Jarzadzania mose Urmnosliwic * Niedobor logow lub niewystarczajqce . yjawnienie danych logowania do
o . . < ) - ) informacje o incydentach urzqdzenia — konieczno$¢ okresowych
+ Uruchamianie niezweryfikowanego zmiane konfiguracji urzgdzenia aktualizacii
oprogramowania + Konieczno$¢ zgodnosci z politykami J
« Ztosliwe dziatania w celu audytu bezpieczenstwa (np. NIS2)

monitorowania lub przejecia
kontroli nad urzgdzeniem polowym

Jak zabezpieczy¢c?

7 Confidential MOX/N\




Dostep i integralnos¢
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Bezpieczna komunikacja

Bezpieczne potaczenie szeregowe z siecig Ethernet
kluczowe zagadnienia

Rejestrowanie incydentow
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Polityka zarzadzania

Jak zabezpieczy¢c?

« Secure Boot (bezpieczny rozruch) jest

niezbedny dla zachowania
integralnosci

Uwierzytelnianie oparte na rolach
uzytkownikéw i kontrola dostepu do
sieci

Projektowanie pierwszego logowania
tak, by wymuszac€ zmiane
domysinych loginéw/hasta

Jak zabezpieczyé?

*» Zabezpieczony strumien danych
szeregowych i interfejs zarzgdzania
z uwierzytelnieniem i szyfrowaniem

« Zaawansowane, odporne metody
szyfrowania

Jak zabezpieczyé?

Syslog z doktadnymi typami zdarzen,

poziomamizagrozen i czasem

Obstuga centralnych Syslogow dla
integracji z systemami SoC/SIEM

Unikanie nadpisywania lokalnej
pamieci

Jak zabezpieczy¢?

+ Ciqgte zaangazowanie w

aktualizowanie i tatki bezpieczehstwa
ma kluczowe znaczenie

+ Polityka haset, ktora wymusza ich

okresowe aktualizacje
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Longevity /| Easy Integration / Cyber Security
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1. OpI'CICOWCIDO zgodnie Z procesem bezpiecznego
projektowania
« Zespot certyfikowany zgodnie z normq IEC 62443-4-1

« Cykl zycia produktu/projektowanie zgodnie z normami IEC 62443/CRA
« Zgodno$¢ z norma IEC 62443-4-2 Secure Level 2 (certyfikacja w planie*)

2. Zarzqdzenie cyberbezpieczefistwem

« Sprzetowa funkcja Secure Boot pozwala uruchamiac tylko zaufany firmware i
konfiguracje

« Uwierzytelnianie uzytkownikdw przy uzyciu kontroli dostepu opartej na rolach
+ Proces pierwszego logowania bez domysinej nazwy uzytkownika i hasta

+ Syslog do audytu incydentow

3. Bezpieczna komunikacja

« Zabezpieczony strumien danych szeregowych i interfejs zarzqdzania z
szyfrowaniem i dodatkowym uwierzytelnianiem

el Selea el | Gemme Bem SD Card for Operating + Obstuga najnowoczesniejszej metody szyfrowania do RSA 4096 (lub ECC 521=
Serial Buffer Temperature RSA 15360)
NPort 615062 ! ) ‘ lotos0cC 4. Integracja w ramach systemu przedsigbiorstwa
NPort 6150-G2-T 1 v - -40to75°C + Obstuga zdalnego syslog (RFC3164) dla SIEM
NPort 6250-G2 2 v v -10to 60°C - Obstuga zdalnego serwera uwierzytelniania dia serwera RADIUS/TACACS+
NPort 6250-G2-T 2 v v 4010 75°C 5. Ciqgtos€ obstugi

+ Ciggte zaangazowanie w usuwanie i tatanie luk w zabezpieczeniach.

*plan certyfikacji koniec 2025 razem z wprowadzeniem modeli 4-32 portowych
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Szyfrowanie transmisji w warstwie Ethernet J4E) ELMIARK
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12345
M
~ abcde

Brak szyfrowania Brak szyfrowania

(& Intel(R) PRO/LOO YE Network Connection (Microsoft's Packet Scheduler) ... [ |[B1][X]

(&, Intel(R) PRO/100 YE Network Connection (Microsoft's Packet Scheduler) .. [ |[5][5X)
File Edit View Go Capture Analyze Stafistics Help

B e B8 Qe

Eilter; Itcp.pon ==950 X

File Edit View Go Capiure Analyze Statistics Help

SR Pl RE Qe

Filter; |tcp.port == 950 '

Destination Zrotocol  Info * Destination 2rotocol  Info 2
G2, R 5 TCP a reassembled PD 192.168.12.154 TCP [TCP segment of a reassembled PDI
192.168.12.7 TCP 950 > 4400 [ACK] Seg=0 Ack=5 win: 192.168.12.7 TCP 950 > 4400 [ACK] Seg=0 Ack=5 win:
92.108. 54 TCP TCP segment or a reassambled PD
192.168.12.154 TCP 4400 > 950 [ACK] Seqe5 Ack=5 wWin

v v
< > < | ?

143 32 17 8 00 90 e8 11 11 11 08 00 45 00

0 e8 11 11 11 00 11 43 3e 17 84 08 00 45 00 ........ C>e s s B
d f2 e9 40 00 80 06 6d ef c0 a8 0c 07 c0 a8 .

a 11 30 03 b6 34 83 f7 1f 05 af 4e a3 50 18
b a7 87 00 00 SN 65

d b0 10 00 00 3¢ 06 34 ¢9 c0 a8 0c 9a c0 a8
7 03 b6 11 30 05 af de a3 34 83 f7 24 50 18
0 d7 8e 00 00 EFNEVEEEEEETEEE 20

< >
[lntel(R) PRO/ 00 VE Network Connection (M... IP: 737D:2M:0

< >
[Inlel(R) PRO/1 00 YE Network Connection (M... IP: 789D 4M 0

W normalnym trybie NPort 5000 nie szyfruje transmisji. Dane mogqg by¢€ podstuchane np. Wiresharkiem.
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&G%A —
Szyfrowanie

==
Szyfrowanie

File Edit Yiew Go Capture Analyze Statistics Help File Edit View Go Capture Analyze Statistics Help
BEcee cBAxE Q « BEcee o xRE8 R <
Eilter: |tcp.port==950 x Eilter: Itcp.porl==950 v
Destination 2rotocol  Info o2 Destination 2rotocol | Info s
ADL. LU0 LL. ! (- Clidiiye Cpiel SpeEc, el LYL.LUD.LL. ¢ (=) Cldliye CIpiigl SpeEL, ENIG Y
152.168.12.154 C 2 G L 152.168.12.154 TCP 2556 > 950 [ACK] Seq=207
| 192.168.12. TLS Application Data 152.168.12.154 TLS Application Data
z TR = §50) 6 [ACK eq=866
T < Armld ~atrSAm Rat A X = 5 B App-|1'cat1'0n pData p—
< [ > - - v
— < | >
Length: 32 £ = = =
Application Data v e
< | > < | >

U our Uy raoud LU d0 U U7 LU do

1b

LUV LI L 1L 1T LU dOo UL 74 LU d0O

fc 1h 6C 99 50 18

< E <
[Payload is application data (ssl.app_d.. [P:142D:16M: 0 / [5ecure Socket Layer (ssl), 37 bytes [Pr142D: 16 M0

Szyfrowanie transmisji — bezpieczniejsze algorytmy, uwierzytelnianie za pomocq certyfikatu SSL (*.pem)



Dashboard

System Settings

Metwork Settings

Serial Port Settings

Security

Account Management

¥ Maintenance

Diagnostics

Nowa konsola www

NPort

Home » Dashboard

Dashboard

Device Information

Model Mame
Device Mame
Description
Serial Number
MAC Address
Firmware Version

System Log Teps o

MPort 6250-G2
MPort-6250-G2_3215
TEDGE1043215
00:90:E8:CHBC:DA
v1.0.0 Build 24092704

Security

Security

Security

Security

Security

Operation Mode State

Real COM

Real COM

System Operations

Time

System Time 2025-02-07713:21:20
Uptime 0 day 01h:45m:14s

System State

CPU Usage 26%
Memory Usage 11%
Power Inputl ~ POWer on

5D Card ) Undetected

Authentication fail
Authentication fail
Account lockout

Authentication fail

Authentication fail

Connection Status

meters

Disconnected R5-232, 19200, Mone, &, 1

Disconnected R5-232, 0, None, §, 1

Network Operations
Device Address

IPvd Address  192.168.127.254
IPvE Address

Running State
LANT  ~ 100MBFD

Timestamp

2025-02-07 12:46:22
2025-02-07 12:46: 21
2025-02-07 12:46: 20
2025.02-07 12:46:20

20250207 12:46:19

EP

ELMARK
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Administrator
admin

VIEW MORE 3

VIEW MORE 3



Pierwsze uruchomienie
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O Wizard ktéry pozwala na przeprowadzenie konfiguraciji krok po kroku

MOX/

Getting Started with
NPort-6250-G2_3215

Thank you for choosing Moxa.
This wizard will help you quickly initialize the device.

MOXA

Import

o Configuration
Optional

@ 1P settings

e Create Account

o Confirmation

Create Account

Create the first account of the device.

Account Name

admin

Password

o

Confirm Password

L 111l T] Q

< BACK MEXT 2



Pierwsze uruchomienie

O Mozliwosé importu konfiguraciji z serii NPort 6000 (1. generacja)

MOXA Import Configuration
o Import Configuration Select the configuration file type to import, or skip this step.
Optional
File Type
IP Settings

Create Account

Confirmation

SKIP

«Ep

ELMARK

Automatyka
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Intuicyjna konfiguracja trybow pracy: wybor trybu Automatyka

MPort 6250-G2

| [T S— Home * Sarial Port Settings ¥ Operation Modes ¥ Configuine Port{s)

€< Configure Port(s)

» i Metwork Settings o Mode Selection 9 Basic Settings
v 4} Serial Port Settings First, select the appiication, then choose the operation mode that suits your needs

Operation Modes

AT Socket -

R (&) TCP Server

.

Usar-dasign app
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NPort

Dashboard Home » Diagnostics » System Log » Events Settings

€ Events Settings
? 3= System Settings Select the events you would like to save in the system log. The events can be sorted by severity.

. ! Refer to the details of the severity
> &w Metwork Settings

> [ serial Port Settings _
Severity: <~/ Error)(J Warning)(J Notice><J Informational)

> @ Security
K

3 Account Management System (18] MNetwork (7] Security (23] Maintenance (8) Serial (8)

> 27 Maintenance
-] Event Mame Sewverity

> %) Diagnostics
Firmware ready Motice
a Detect SD card Informational
SD card removed Warning
Mo SD card inserted Error
User trigger reboot Motice
a Configuration changed Infarmational
Configuration changed failed Notice
a MNTP success Informational
MTP fail Warning
a Manual setting time success Informational
Email fail Notice

] SMIRAD inferm fail Mntira
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Home > Diagnostics > System Log

System Log

ag Dashboard

> 3= System Settings

i Settings
> & Network Settings Log View Log Settings
> {II Serial Port Settings
Y FILTER 4 CLEAR ¥ EXPORT REFRESH
> @ Security
> B Account Management ~everit Lategc i !
? &F Maimenance > 1 nformationa Security Login success 2024-09-16 15:02:51
v @) Diagnostics
> 2 nformationa Security Login success 2024-09-16 11:23:59
Support
> 3 nformationa Security Login success 2024-09-12 10:12:59
» System Log
Operation Mode Statistics > 4 nformationa Security Login success 2024-09-12 10:01:57
Network Monitor > 5 Error Security Authentication fail 2024-09-12 10:01:57
Ping > 6 Notice Serial Port disconnect 2024-09-11 17:35:05
Traffic Monitor
> 7 Notice Serial Port restart 2024-09-11 17:35:05 -
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Diagnostyka w NPort 6150-G2 / NPort 6250-G2

Stan pracy portu szeregowego

Tryb pracy [ status potgczenia 1
Liczniki danych (Tx/Rx count) dla interfejsu 2
Ethernet i interfejsu szeregowego 3:
Licznik btednych ramek interfejsu szeregowego

Real-time Traffic Monitoring%

Wybierz port do monitorowania
Pakiety serial / Ethernet
Mozliwos¢ eksportu

Szybkie sprawdzenie : : : -
transmisji [» Rozwigzywanie problemow ]

NPort 6250-G2
NPort 6250-G2

Home > Diagnostics > Traffic Monitor
> 5= t . .
Traffic Monitor
8 Notwork
> & Network Select port(s) to monitor the real-time traffic data to identify connection issues. When leaving the
> page or restarting, the existing traffic data will be automatically cleared
U ]S
> @ Security
© I Port 1 = SO C:oturing Io
ecl > g Ac 1ent
Acc > 22 Ma v Hex ASCII
S8 N > Port1 Real COM k¢ @ Connected 0/0 0/0 0
22 Mai v 8 Diagnostics
® Autoscroll Y FILTER & CLEAR 8
v & Diagnostics > Port2  RealCOM 8 Disconnected ~ 0/0 0/0 0 Supg
— =
Remote Device Length (byte Data
Mod 13:3627.177  Port 1 Receive 10.123.7.1:13373 1 2
I Operation Mode Statistics I A fonit 13:36:27.177  Port 1 Send  seria I 1 32
y Tonit Ping 13:36:27.179  Port 1 Receive  seria I 1 32
ng I Traffic Monitor I 13:36:27.179  Port 1 Send 10.123.7.1:13373 1 32
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Home > Diagnostics > Traffic Monitor

Traffic Monitor

Select the port(s) to be monitored for real-time traffic data, enabling the detection of connection
problems. The existing traffic data will be cleared automatically when leaving or restarting the page.

Port(s)
v Hex ASCI

. Auto scroll

Time Paort Direction Remote Device Length [Byte) Data

14:32:20.968 Port 1 Send serial 8 0104 00 01 0002 200b
14:32:25,995 Port 1 Receive serial 9 0104 04 01 22 00 ae db ce
14:32:29.996 Port1 Send 192.168,127.22:9769 9 0104 04 01 22 00 ae db ce
14:32:39.975 Port1 Receive 192,168,127.22:9769 8 0104 00 010002 200b
14:32:39.975 Port 1 Send serial 8 0104 00 010002 200b
14:32:40.002 Port1 Receive serial g 0104 04 01 22 00 ae db ce
14:32:40.002 Port 1 Send 192.168.127.22:9769 9 010404012200 aedbce
14:32:50.004 Port 1 Receive 192.168.127.22:9769 8 0104 00 010002 200b
14:32:50.004 Port 1 Send serial 8 0104 00 010002 200b
14:32:50.032 Port 1 Receive serial g 0104 04 012100 ae2b ce
14:32:50.032 Port1 Send 192.168.127.22:9769 9 0104 04 012100 ae2b ce
14:32:58.988 Port 1 Receive 192.168.127.22:9769 8 0104 00 010002 200b
14:32:58.988 Port 1 Send serial 8 0104 00 010002 200b
14:33:00.016 Port 1 Receive serial g 0104 04 012200 ad9b of
143300017 Port 1 Send 192.168.127.22:9769 9 0104 04 012200 ad9b of



konsoli www

Configure Port(s)

EBaudrate (bps)

9600 o
Parity
None -
Data Bits
g -
Stop Bit(s)
1 -
Flow Control
None -

Advanced Settings
Enable FIFO

Enabling FIFD results in increased throughput for serial
communication, Disabling FIFO reduces latency.

Enable terminator (120 1)

Faor R5-422/485, especially for long distance communication, we
recammend you enable the terminator to prevent the reflection of
serial signals on the first and the last R5-422/485 devices.

Resistor@
150 KO v

Rezystory terminujgce oraz pull high/low wtgczane/wytgczane z poziomu

4Ep

ELMARK

Automatyka

Max. 1.2km, 32 nodes
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Security Wizard

File  View

Display 1® v SNMP Agent
[ skip

Device List O Auto Logout

192.168.127 254 SNMP Version

O Accessible IP

O Security Wizard w oprogramowaniu o rromn
MXConfigCSs -
Q tatwa implementacja zasad S —
CYDerbeZpieczeﬁStWG ZgOd ﬂYCh @ System Notifications ReadMWrite Communty

Z |EC 62443_4_2 C\ AecountLockout Account Name

@ Secure Console

Contact Name

Authority
) Password Policy

O Security View w oprogra mowaniu [ Enable sccount authenticaton
MXVieW One Authentication Type

0 audyt cyberbezpieczenstwa
zgodnie z [EC 62443-4-2

Authentication Password

Privacy Type

Privacy Password

v3 Min. Password Length

Load Current Settings
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Wspodtpraca z MxView One ﬂf}) ELMARK

0 Oprogramowanie do monitoringu, diagnostyki i zarzgdzania przemystowq sieciq Ethernet
O Zbieranie logéw (serwer Syslog), trapéw SNMP

O Alarmowanie (trapy SNMP, e-mail, Teams)

O Wspbtpraca z urzqdzeniami innych producentéw (SNMP, konieczny plik MIB)

QO Zarzqdzanie urzqdzeniami (Import/Export konfiguracii, upgrade firmware, gwarancija)

Root

A Topology v @ Group v ' Edit v (@ Visualization v - SFP v

Q

Tk
-

192.168.127.254

in azm
O

192.168.127.10

H B

a

<
J n Ring 1 Master

= in n&‘

192.168.127.22 192.168.127.11 192.168.127.253




Security View (zgodnos¢ z IEC 62443-4-2) a
4Ep

Sprawdza status zabezpieczen poszczegdlnych urzqgdzen

Dla wybranego urzqdzenia podaje informacije, ktére wytyczne I[EC 62443-4-2
sq spetnione, a ktére nie.

= MXview ONE @englsh & tymxvi
Root
\\ Device Configuration v A Device Control v e Cybersecurity Controls ~ D) web Console m Run Script #' Change Group C Refresh GD Add Link O Delete = e

Device Security Level:Medium
Security View (¢ — = X

10.81.10 12-EDS-510E

L~
o ©

10.81.1013

3 ?-'; » Basic
Ring 1 Mast:
_ it a.—-‘ ® Medium
High Medium Basic Open Unknown
10.81.10.50 @ High
10.81.10.15 OnCell-G4302-LTE4
ol OF Change Default Password / Q
24 results for "All" A be @ gyvp Community String
Set SNMP Trap/Inform or Syslog
10.81.10.10 9]
Q - YO8 gerver Q
—_ 10.81.10.10-EDS-310E &
10.81.10.11 II ;H » @ & Enable Trusted Access Q
x 10.81.10.11-EDS-510€ 10.81.10.11 %{.85.‘\0.41
EDS 0E GateMB317 o @ @ Enable Auto Logout
I" 10.81.10.12 i5 Ve 9

|l II /a @ @ Enable DDoS Protection Q
Enable Password Complexity

° -
19 cne sinc 0
5] l' ,-10.85.10.30 10.85.10.32 @ ® Strength Check Q
— - — 12 10811013 AWK-1137C EDS-510E
10.81.10.12 oy - )
10.81.10.44 EDS510E EDSEOE ’/' Enable Account Login Failure Q
UC-2101-LX 3 P ®® | ockout
‘
u"
Disable Non-encrypted TCP/UDP

®® ports o

@ @ Set Login Message ]

10.8540.20

[ 4] AWK-3Y31A
Hejad u : e — - Enable Configuration File
". .- , urren ings: Disa Encryption

c.‘ remen NA110 16 nOrt " e

ELMARK

Automatyka



Root

X Topology v @ Group v #° Edit v
Q

—F
S

Szybka informacja o utracie pofgczenia

O Topology View, Event View

@ Visualization v

192.168.127.22

ﬂ1 92.168.127.10

g2 B

a

Ring 1 Master

192.168.127.11

i (ETH) ‘

192.168.127.254

\

192.168.127.253

Event History

System

=]

0O = B
0O = B
0O = B
0O = B
0 = B
0 = B
0O = B
0O = B
0O & B
0O & B
0O = B
m 2 i

Network and Device

152

151

150

149

148

147

142

141

140

139

138

Source

MXview
One

MXview
One

MXview
One

MXview
One

MXview
One

MXview
One

MXview
One

MXview
One

MXview
One

MXview
One

MXview
One

MXview

Source IP

192.168.127.11

192.168.127.253

192.168.127.253

192.168.127.11

192.168.127.253

192.168.127.253

192.168.127.11

192.168.127.11

192.168.127.10

192.168.127.10

192.168.127.254

107 140 197 982

Device Alias

192.168.127.11-EDS-4008-2MSC

192.168.127.253-NPort-6450

192.168.127.253-NPort-6450

192.168.127.11-EDS-4008-2MSC

192.168.127.253-NPort-6450

192.168.127.253-NPort-6450

192.168.127.11-EDS-4008-2MSC

192.168.127.11-EDS-4008-2MSC

192.168.127.10-EDS-4008-2MSC

192.168.127.10-EDS-4008-2MSC

192.168.127.254-NPort-6250-G2

109 148 197 2R2_MDAM_KARN

Automatyka

JE) ELMARK

Description

Port 4 link up

Device SNMP reachable

Device ICMP reachable

Port 4 link down

Device SNMP unreachable

Device ICMP unreachable

Device SNMP reachable

Device ICMP reachable

Device SNMP reachable

Device ICMP reachable

Device ICMP reachable

Nawina INMD rasshshia

Time Issued

2025-02-07 12:33:19

2025-02-07 12:32:55

2025-02-07 12:32:21

2025-02-07 12:32:19

2025-02-07 12:32:04

2025-02-07 12:31:13

2025-02-07 11:57:31

2025-02-07 11:57:30

2025-02-07 11:57:16

2025-02-07 11:57:03

2025-02-07 11:56:57

2ANEADNT 11-RRRR
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Serial Port Monitoring 4/vE> ELMARK

O Monitorowanie aktywnoSci interfejsu szeregowego

TX & RX Inactivity

i TX Inactivity
Serial Port Events

RX Inactivity

Event Trigger Rules (1/64)

Overrun Error Count

Serial Port Parity Error Count Trigger Threshold Severity
B 1 1 2 Warning

1-10000 Count(s)

Cancel Apply




Serial Port Monitoring ﬂf» ELMARK

Automatyka

O Monitorowanie aktywnoSci interfejsu szeregowego

1 {ETH1}
o ol 4 192.168.127.254
= i
192.168.127.10
192.168.127.22
8/
8
Ring 1 Master
192.168.127 11 192.168.127.253
Event History
System Network and Device
[ G
O D Source Source IP Device Alias Description Time Issued
MXview The RX of serial port 1 did not receive "
O B 153 one 192.168.127.254  192.168.127.254-NPort-6250-G2 any data inlast 1 minute(s). 2025-02-07 12:44:00
O B 152 !;A::iew 192.168.127.11 192.168.127.11-EDS-4008-2MSC Port 4 link up 2025-02-07 12:33:19
MXview .
O B 151 One 192.168.127.253  192.168.127.253-NPort-6450 Device SNMP reachable 2025-02-07 12:32:55

| —_ M¥view



Automatyka

Firmware management ﬂf}) ELVIARK

= MXview ©ONE &
SO Firrmware Management » MozliwoSC sprawdzenia
Dashboard Check Firmware Status R e | eG S e N Ote S

Moxa Firmware Server Status: @ Connected M

ropology >  WySwietlanie wersji oprogramowania

e sprzetowego i statusu modeli w terenie
Device Management Enable Check Interval

Saved CLI Scripts

Wskazdbwka dotyczqca poprawki Release Notes

Select Firmware

6.3 -

) ) o P Version
oot CenfssonCers zabezpieczen
Event Management 0O _search Change
= L — 1. Updated the PT-G7X28 panel image to match the EC version appearance which has no
T —— Micro USE on the front panel.
O Model Series Device Status Latest Version on the Firmware Server Selected Version Selected Firmware Download Status Enhancement
Reports 1. [PTP ] The PTP domain number will change depending on the parameters of the PTP
» . profile.
e A EDS-408A () Mot updated v3.13 Feature
N/A
Administration A EDSG512E-8PoE (&) Not updated V6.4 Fix
1. [PTP] The "UTC Offset Valid® field shows incorrectly on the System Time page.
Help A PTGSI0 (2)Not updated V6.5 2. [PTP] The path delay is calculated twice.
B 3. [PTP] The system does not send inaccurate power profile TLV received from the Master
) to the Slave.
O [ A Pre772s Parially updated ve.3 4. [PTP] When the device is configured for one-step sync but receives two-step sync, the
correction field is not properly updated.
A AWK115IC All updated V20 5. [OpenssL] [CVE-2022-0778] Vulnerability in OpenSSL.
N 6. [PoE] Navigating to the PoE Diagnostic page through HTTPS causes a memory leak.
7. [Fiber Check] TX/RX power warnings are shown on the SFP-RJ45 module.
A AWK3252A All updated V2o 8. [Fiber Check] The event for low RX power does not trigger correctly.
9. [MMS] The character restrictions for the IED name are not applied.
ean . — 10. [MMS] Changing the IED name will cause the system to reboot.
‘ AWK-4252A All updated v2.0 = None 11 L:nnc_:ll: r\hngblg'rhn ANNACE tamnnarad nark r\ur\!:[ﬁ T I T PO
‘ EDS-4012-8P-4GS All updated v3z2 = None Cancel m
‘ EDS-G4008 All updated viz = None




Firmware management

» Wybierz urzqgdzenia

Upgrade Sequence

Select Devices

Alias

192.168.127.29

192.168.127.25

1.1.16

1117

192.168.127.26

192.168.127.27

B OO0 8 08 8 O I

192.168.127.11

1.1.1.5-PT-G7728

192.168.127 29-PT-G7728

192.168.127 25-PT-G7728

1.1.1.6-PT-G7728

111.7-PTGT728

192.168.127 26— PT-G7728

192.168.127.27-PT-G7728

192.168.127.11-EDS-G516E

PT-G7728

PT-G7728

PT-G7728

PT-G7728

PT-G7728

PT-G7728

EDS-G516E

V6.2 build 21110316

V6.3 build 22120913

V6.3 build 22120913

V6.3 build 22120913

V6.4 build 23102508

cancel m

Update Mode

JE) ELMARK

Automatyka

Strict Sequential -
Order P Alias Model Series Current Version Selected Version
1 192.168.127.11 192.168.127.11--EDS-G516E EDS-G516E V6.4 build 23102508 Vb4
2 192.168.127.25 192.168.127 25-PT-G7728 PT-G7728 V6.3 build 22120913 v6.3
3 192.168.127.26 192.168.127.26-PT-G7728 PT-G7728 V6.3 build 22120913 ve.3
4 192.168.127.27 192.168.127.27-PT-G7728 PT-G7728 V6.3 build 22120913 ve.3
5 192.168.127.29 192.168.127.2%9--PT-G7728 PT-G7728 V6.2 build 21110316 v6.3

Cancel Scheduled Upgrade Upgrade Now

» Aktualizacja wg harmonogramu

lub na zagdanie



Bezpieczna przysztoéé, proaktywne dziatania (E)) ELVMIARK

Automatyka

Moxa Product Security Advisory

Publikacja ujawnionych podatnosci
Mozliwos€ subskrypciji kanatu RSS z informacjami o najnowszych aktualizacjach i lukach

Raportowanie Podatnosci
a https://www.moxa.com/en/support/product-support/security-advisory (@

MOXA Products Solutions Support How to Buy About Us Q Recently Released
MiiNePort E1/E2/E3 Series Serial Device Server

Home 3 Support 3 Security Advisories Vulnerabilities

TITLE LAST UPDATED v
PRODUCT SUPPORT

. . . NPort W2150A/NPort W2250A Serial Device Servers Vulnerabilities Dec 13,2018 s Device Sener In response ot

Security Advisories i i

Moxa's Response Regarding the Libssh Authentication Bypass Vulnerability Nov 27, 2018 ypes and patential impacts ars shoun below:

S wnERASLITY TYP -
ThingsPro 2 Series System Software Vulnerabilities Oct 17, 2018 -
Crossste recuest forery Ut T requests mayallow sacker o ik
g inetenong st

Industrial Cybersecurity EDR-810 Series Secure Router
As adoption of the Industrial loT (lloT) continues to grow rapidly, security has become one of the top priorities. The Moxa Cyber Security Moxa's Response Regarding the Intel Mana

e Proaktywne raportowanie o podatnosciach
EDS-G508E Series, EDS-G512E Series, an. ° SZCZegé{OWOéé i Wp*i'yW pOthnOéCi

‘Subscribe to Moxa’s Security Advisories

R T e - Lista produktow, ktérych dotyczy problem

« Sugerowane rozwigzanie




Szybkie rekomendacje ﬂf}) ELMARK

Automatyka

Nie zostawiaj otwartych drzwi
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4 Technical Note

4 FAQ
. . The C iguration M. and b ing Guide of
Cybersecurity FAQ for Moxa Edge Devices Moxa's NPort 5000 Series
1. Introduction 1. Introduction
are tapping Industrial Intemet of Things (loT) has to offer. We, Maxa, understand that more and more of Moxa's custom cancems about the
s v s ey e s Oghliabn v e h sl e e natvor system and aven on tha ndidual Geicas. Moxa s commitod o cybers iy and endeavor o
to years. Originally. ICS maka the products as sacure as possible. In order to support Moxa's customer to maet cartain sscurity
aimost immne to cyberatiacks. However recenty there has bsen & iss inthe sophistcaton ofcybaratiscks. doinee e how bocontguraand
wihich has 740 OT persamel to that enhance indusiris oo e ciataton of Mo sovices
cypersecariy Thus, understanding - v

ersecariy isks. This FAQ collects the questions Moxa has been asked in past few years and also our
o i “ s e Wighin this document, the recommended steps for securing a Moxa davice are guided. The steps provided are

t it these.

" various from Me

help him to profect his network from cyberatiacks.

b However, lo ensure the.
recommendad setings are applicable o your enviranment without creating a conflict and affecting your

2. Frequently Asked Questions application, it's highly suggested to
procuction system

2.1 Well known Vulnerabilities Sharing

@ 1. In October 2018, Apple, Google, Microsoft and Mozilla announced that
they're going to disable the support of TLS v1.01v1.1, wil this affect

oF Moxa devi

9

ceceo

The web consoles of Moxa devices will start 12 suppor TLS 1.2 by default after
e S relsasa end of 2020. Th new frmvars wil alss provid the sbilty

the web console:

o enable TLS v1.0/vi 1 (defaut dissbled) o fulll the users who are il using
the ol operation systems whizh may only support TLS u1.0NT.1

FAQ — najczesciej NPort 5000

zadawane pytania

Poradniki — konfiguracja funkcji bezpieczenstwa

4 Technical Note e
The C iguration M, and k ing Guide of
Moxa’s NPort 6000 Series
1. Introduction
We, Mo, more and mere of M ot th

network systam and even on the individual devices. Maxa is commitied to cybersecurity and endeavar to
maks the products as sacura as possible. In order to support Moxa's customer to mast certain sacurity

guidelines tnis how ta configura and

secure tha installation of Moxa davices.

Within this documen, ep: 0.2 Moxa 1 The ste ded are

the applicat various from Moxa's cust these

good pr of! . However, 10 ensure the
racommended setings are applicable 1o your environment without creating a conflict and affecting your

lieation, i suggested to st the configuration y the

production system.

NPort 6000

MOXN

4 Technical Note

The Configuration M: and b ing Guide of
Moxa's MGate MB3170/3270/3660/3280/3480 Series

1. Introduction

We, M 'd more of Moxa's customs concems about the security of their

network system and even on the individual devices. Moxa is committed to cybersecurity and endsavor o
make the products as secure as possible. In order 1o support Moxals Gustomer 1o mest certain security

uidelines and framewarks, this how

secure the installation of Moxa devices.

Within this document, the recommanded steps for securing a Maxa devica are guided. The siaps provided are

various from Moxa's custs it these.

good pr However, to ensur the.
recommended settings are applicable o your environment wilhout creating a conflict and affecting your

application, i's highly suggesied to
production system

MGate MB3000

JE) ELMARK

Automatyka

Rellable NEWOTkS  SInCars Service

4 Technical Note

The G ion M and k ing Guide of
Moxa’'s MGate 5000 Series

1. Introduction

Ve, Moxa, understand that mere and more of Moxais customers are cancams abou the securty of their
network system and even on the individual devices. Moxa is committed to cybersecurity and endeaver o
make the products as sacure a5 possibla. In ordar (o Support Moxa's customer to mest cartin sacurity

guidelines and frameworks, this now nd
secure tha installation of Moxa davices.
it this document. ep: 10 a Moxa devios are guided. The sieps provided are
the applicat various from Moxa’s cust it these
gaod pr of! . However, 1o ensure the
racommended setings are applicable 1o yoLr environment without creating a conflict and affecting your
appleation, it suggestad 1o the configuration y e

production system.

MOXAN

MGate 5000
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Kompleksowe portfolio MOXA JE) ELMARK
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Cloud
Applications

Enterprise Network

% E E Enterprise Layer
=hM P ——— BRP | |
5‘: o MX Enterprise Switch & Enterprise Switch
= i CIIIEED
g T

MRX-Q4064 Series

Layer 3 Rackmount Switch Control Center

MDS-G4028-L3-4XGS Series
Layer 3 Modular Switch

Management Software

|
i W ﬁ
Industrial Network ‘

3 EDR-G9010 EDR-G9010
EDR-G9004 Series Series Series
Secure Router

EDS-4012 EDS-4009
Series

EDS-4012
Series

Data Center
Power Room

Intelligent Traffic

Energy Resource Facility Control and Medical Lab

Monitoring Monitoring Monitoring Equipment
SDS 3000 Series . '
Smart Switch Box IP
CP Series
Modbus/TCP Ethernat Multiple Serial Board

MGate 3000 Series

Protocol Gateway

EDS-G2000 Series @ Edge Layer

Unmanaged Switch

MC-P21A Series | NPort 6000 Serie] MGate 5000 Series
Media Converter Secure Terminal Serve)| Protocol Gateway

.
Robot Arm
Ethernet

N7

Air Pressure
a
ioThinx 4500 Serie:

Status
Temperature/ Controller & /O Light
Humidity Senso <

Modbus
TCP

PoE IP Camera

Traffic Light Controller

CNC Machine



Dziekuje za uwa

Sprawdz:

www.elmark.com.pl



http://www.elmark.com.pl/

	Sekcja domyślna
	Slajd 1: Elmark Automatyka 
	Slajd 2
	Slajd 3: Dlaczego warto zadbać o cyberbezpieczeństwo komunikacji szeregowej?
	Slajd 4: Dlaczego warto zadbać o cyberbezpieczeństwo komunikacji szeregowej?
	Slajd 5: 28 lat, a mimo to wciąż zaangażowani w łączność szeregową
	Slajd 6: Nowa rzeczywistość
	Slajd 7
	Slajd 8
	Slajd 9: Serwery portów szeregowych nowej generacji czyli NPort 6000-G2

	Nowe funkcjonalności NPort 6150-G2 / NPort 6250-G2
	Slajd 10:  Nowe seria urządzeń NPort 6150-G2 / NPort 6250-G2
	Slajd 11: Szyfrowanie transmisji w warstwie Ethernet
	Slajd 12: Szyfrowanie transmisji w warstwie Ethernet
	Slajd 13: Nowa konsola www
	Slajd 14: Pierwsze uruchomienie
	Slajd 15: Pierwsze uruchomienie
	Slajd 16: Intuicyjna konfiguracja trybów pracy: wybór trybu
	Slajd 17: Szczegółowe logi
	Slajd 18: Szczegółowe logi
	Slajd 19: Diagnostyka w NPort 6150-G2 / NPort 6250-G2
	Slajd 20: Online Traffic Monitor
	Slajd 21: Rezystory terminujące oraz pull high/low włączane/wyłączane z poziomu konsoli www

	Cyberbezpieczeństwo w serii NPort 6000-G2
	Slajd 22: IEC 62443-4-2: Security  Wizard 
	Slajd 23:  Współpraca z MxView One
	Slajd 24: Security View (zgodność z IEC 62443-4-2)
	Slajd 25:  Szybka informacja o utracie połączenia
	Slajd 26: Serial Port Monitoring
	Slajd 27:  Serial Port Monitoring
	Slajd 28: Firmware management
	Slajd 29: Firmware management
	Slajd 30: Bezpieczna przyszłość, proaktywne działania
	Slajd 31: Szybkie rekomendacje
	Slajd 32: Poradniki – konfiguracja funkcji bezpieczeństwa
	Slajd 33: Kompleksowe portfolio MOXA

	Współpraca z MxView One
	Slajd 34


